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Abstract — From the point of view of the requirements
presented by communication systems to the chaos generator,
in this paper a class of ramp periodic functions as a map
generating chactic oscillation are introduced. The must
important properties of this map in comparison with well-
known logistic map are studied, also the analysis of these
maps concerning to inverse problem of nonlinear dynamics
known from a number of papersare carried out.

1. INTRODUCTION

Recently the application of chaos in the communication
system (CS) became a very actua problem thanks to a
number of chaotic waveforms useful properties — Ref. 1. For
the estimation of the transmitted information immunity extent
from unauthorized access the chaotic dynamics inverse
problem must be solved, that is we must to restore
transmitted information from the mixture of chaotic signal
and noise. When a priori information is absent its solution
difficulty are tremendous. In this case for the problem put by
successful solution a part of information about transmitted
side the authors assume known, namely the type of
dynamical system (DS) generating a chaotic waveforms, the
modulation method and structure of the receiver. The choice
of DS, generating chaotic oscillation, and modulation method
are the direct problem of chaotic dynamics. As a source of
chaotic waveforms nonlinear continuous-time systems and a
wide class of nonlinear discontinuous functions (maps) are
used. Among chaos generators with discontinuous time the
one-parameter maps are the most extensively used at present,
namely the logistic map, “tent-map” and shift map. These
maps are used as chaos generators in most works studying CS
based on chaos. But in literature the question: “How much
are these maps suitable for CS?’ — hasn’t solved completely
yet.

In this paper we propose aramp map as a chaotic generator
in CS with chaotic carrier and consider its properties
conformably to inverse problem decision.

2. PROBLEM STATEMENT

At choice of the type of a map used as a source of
controllable chaotic sequences in the CS with chaotic carrier,
it is necessary to take into account a number of requirements:

- Nonlinear functions of maps mustn’t be one-to-one
simple.

- The chagotic regime must be stable and must arise
independently of initial conditions.

- The change range of a map controlling parameter
corresponding to the chaotic regime should be
maximum length. Inside this interval the regularity
windows must be absent.
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- The change of the map controlling parameter
should not lead to considerable changes of such
characteristics as the chaotic sequences average of
distribution and dispersion.

From the point of view of the requirements mentioned
above the authors introduces a class of ramp periodic
functions as a chaotic waveforms generator:

Flax)=2ax-2n xoO[(h_1.n_ 19
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This map is the private case of the Bernoulli shift map and it
is depicted in fig.1 (a=1.9, x,=0.3). The Lamerey-Kennings
diagram and time redlization are shown in the fig. 2, 3
accordingly. The ramp map was considered in comparison
with well known from literature logistic map:

FA\X) = A x (1-x) 2

where A = 3.9 — is the parameter of map, theinitial condition
(IC) x(0) belongs to the interval (0,1). In fig. 4 and 5
bifurcation diagrams for logistic and ramp maps are depicted.
One can see that the logistic map controlling parameter has
limited range of change with wide window of regularity
inside this range. The ramp map hasn't this deficiency,
besides the change of the ramp map controlling parameter
doesn't lead to considerable changes of the chaotic sequences
mean value and dispersion.

Now let us consider a CS with chaotic carrier using these
maps. As a method of the modulation at the transmitter we
use the digital binary modulation method, well known from
literature — Ref. 2 as a Chaos Shift Keying (CSK), namely the
initial conditions manipulation method. In case of the
authorized access to the information the optimal correlative
receiver demonstrated in fig. 6 is used. It is known — Ref. 3,
that this receiver is guaranteed the best noise immunity in
case of the use of regular signals. At unauthorized access
solving blocks collection are added to the correlation
receiver. The structure of these blocks is determined by a
priory information completeness about transmitted system. In
this case we can divide the inverse problem in next
subproblem:

1. Thesynchronization recover

2. The determination of the map dimension

3. Themap type restoration

4. The map parameter and initial conditions

reconstruction

Further in this paper we will consider the problem of the IC
reconstruction proposing that synchronization has been
recovered, as a chaos generator ramp and logistic maps are
used, and its parameter are known. But at first et us view the
authorized receiver characteristics, namely the bit error ratio
(BER) dependence from signal-to-noise ratio (SNR) and the
parameter and IC error value influence on the BER.
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Fig. 1 Ramp function
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Fig. 2 Lamerey-Kennings diagram
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Fig. 5 Bifurcation diagram of theramp map
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Fig. 6 The structure of the chaotic signal correlation
receiver

3. PROBLEM DECISION

For the correlation receiver of regular signas it is known
from literature the next expression for the BER:

Perrzl_cDDME (3
BN 2%¢’ g
where @ (2) = LZGX -t? . -the gaussian
27T_J; P 2

- . L L
probability integral, g = Z ioz(k) — Z 20K -
1 1

the energy of elementary signals X o(k) and X 1K), 6° —the
L

noise n(k) dispersion, r = LZ X, (k) X,k - the
s E -

correlation coefficient of elementary signals io(k) and

X 4(K).
It is evident (see (3)) that for the BER decrease the initial

conditions X o(0) and X 1(0) must correspond to zeros or
negative values of the correlation coefficient ro. We suppose

tha different initid conditions X o0) and X 1(0)

correspond to chaotic sequence X (k) shifted on the whole
number of time intervas k. The fig. 7 shows the

autocorrelation function of chaotic sequence X (k) defined
by the formula:
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for the logistic map (curve 1) and ramp map (curve 2). The
zero and negative values of the autocorrelation function
correspond to the shifts in 1, 2 etc. intervals of a discrete
time.

It is known that chaotic sequences are very sensitive for an
accuracy of initial conditions and parameter establish. In rea
systems initial conditions and parameter are established with
limited accuracy, therefore BER increases in comparison
with formula (3). In fig. 8 the dependencies of BER from
SNR are shown for the logistic map. The theoretical curve
(curve 1) is calculated by the formula (3), the experimental
curves are obtained by computer simulation of the CS for the
cases of precise establish of initial conditions and parameter
and for non-precise one. As it is mentioned above the
parameters establish errors of the bearing signals result in
information restoration worsening. Physically the error of the
parameter or initial conditions establishes means the change
of the autocorrelation function kind. At this conditions the g
value shifts, before corresponded to zero or negative
correlation coefficient values, can result in positive
correlation coefficient values. This phenomenon in
accordance with the formula (3) increases BER.

In fig. 9 the dependence of the BER from SNR is shown
for logistic map in comparison with this dependence for the
ramp map. On this curves experimental points are plotted. As
one can see f+rom this diagram the BER for ramp map is
greater than for logistic map, since the logistic map
correlation coefficient (rs = -0.575) at used parameters (A =
3.9, Xo = 0.1) in absolute value are greater than that (rs = -
0.402) for ramp map. Thereupon the choice of optimal
parameters proportion of ramp map for maximum (in
absolute value) correlation coefficient obtaining is interesting
problem.
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Fig. 7 Autocorrelation function for thelogistic (curve 1)
and ramp (curve 2) maps

Fig. 8 The dependence of the BER from SNR for
parameter establish error (curve 1: x,=0.1, A=3.9; curve 2:
Py=0.1, A=3.9001; curve 3: P;=0.1001, A=3.9)
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Fig. 9 The dependence of the BER from the SNR
Curve 1 - for the ramp map (®= 1.9, 55 =0.3)
Curve2 - for the logistic map (A =3.95=0.1)

All mentioned above are relative to the authorized access
receiver, when all parameters of the transmitted signa are a
priori known. The unauthorized access receiver doesn't have
a priory information about a structure, parameters and a
synchronization method of the dynamical system used at the
transmitter. Nevertheless in some specia case a problem of
the unauthorized access can be decided. Algorithms
permissive to get the bearing signals in case, when only

initial conditions of the cheotic signas X, (K)and

X, (K) forming are unknown, are described in the literature —
Reff. 4 - 8. One of the possible methods of the initial
conditions recover is the filtration agorithm with following
interpolation algorithm. These algorithms have the following
kind:

Filtration algorithm:

xi(k+1) = F(xi(K)+K (K)* (y(k+1)-F(x1(K))),
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where
F(x(K))=A*xs(k-1)(1-%¢(k-1)),
0 ot
Kk)= 0O 0
. 1 e
d
5 DEF(X)lx:x,(k)E 5

Interpolation algorithm: x(k-1) = F(x(k))™*

After initial conditions determination the bearing signals
are formed. The subsequent processing algorithm is similar to
authorized access receiver one. In fig. 10 the dependence of
the final count absolute error after filtration operation from
SNR for logistic map is depicted. One can see that this
algorithm efficiency are small, therefore in some private case
to decrease atime of calculation it is possible to exclude this
operation.

Itisevident that it isimpossible to exactly install the IC for
the unauthorized access receiver. As it is seen from fig. 11,
on which the dependence of the IC restoration absolute error
from SNR is represented for logistic map, to take the IC
reconstruction error not higher than third character after
comma and to work with effective accumulation interval the
SNR mustn’t be higher 5.5. In that case BER equals about 10°
®. In the general way the BER for an unauthorized receiver is
higher than that for authorized one. This phenomenon is
depicted in fig. 12.

In case of above-mentioned reception algorithms use ramp
map ensures a better transmitted information security, than
logistic map does. It is shown in fig. 13, 14. Since at
caculation of the inverse multiple-valued function it is
necessary to use two filtered consequence valuations on each
step (previous one and current one), even little noise can
result in false IC calculation. Therefore (see fig.13) the IC
restoration precision for the ramp map is much less than that
for the logistic map. The BER in that case at SNR equaled
1.5 (3.5 dB) is 60 times greater than that for logistic map (see
fig.14). Thus we come to conclusion that introduced ramp
map satisfies produced requirement; it demonstrates noise-
immunity of the authorized access receiver not worse than
that at the use of the logistic map; at the same time it
guaranties better security of the information transmission. To
construct unauthorized access receiver using a ramp map we
should use another agorithms (for example, following
algorithm) of the IC calculation.

4. CONCLUSION

In this paper the authors have been introduced ramp
periodical function as a chaos generator in the CS with a
chaotic carrier. Some important properties of this map were
studied conformably to the private statement decision of the
inverse problem of the chaotic dynamics. It was shown that
ramp map ensures better transmitted information security
than widely used logistic map does.
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Fig. 10 The dependence of the absolute error from the
SNR for thelogistic map
curve 1 - the absolute error between the received signal and
transmitted signal, curve 2 - the absolute error between the
filtered received signal and transmitted signal
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Fig. 11 The dependence of the absolute error between the
restored initial condition and starting initial condition
from the SNR for the logistic map
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Fig. 12 The dependence of the BER from SNR for
unauthorized access receiver for logistic map (curve 2:
r<=0.7, curve 3: rs=0.775, solid line corresponds to formula
(3) re=-0.575)
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Fig. 13 The dependence of the absolute error between the
restored initial condition and starting initial condition
from the SNR
curve 1 —for the logistic map, curve 2 — for the ramp map
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Fig. 14 The dependence of the BER from the SNR for the
unauthorized receiver:
Curve 1 —for the logistic map, curve 2 —for the ramp map
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